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Our mission: deliver superior 
digital assessment solutions to 
increase learning for every 
student, instructor, and institution.
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Key needs and shifts in 
education 

Impact of AI on teaching and learning
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In the absence of adequate security, 
AI has made cheating effortless

Before AI…

Google answers

Look up answers in files 
saved on laptop

After AI…

ChatGPT answers a variety of 
question types correctly

Prompt AI embedded in 
operating system (Microsoft 
Copilot) and web browser 
(Google Lens) for help

Real-time help from an 
accomplice via website/app

AI agent (ChatGPT Agent, 
Claude Sonnet, Perplexity 
Comet) completes exam 
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Rapid growth of AI misconduct apps 



AI e�

https://www.washingtonpost.com/technology/2025/09/18/google-homework-help-ai-cheating-schools-colleges/
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AI agent taking exam on student’s behalf

● AI agent: autonomous 
software that performs 
tasks on behalf of user 
without requiring 
constant human input

● AI agent uses 
student-provided 
credentials to login and 
controls mouse and 
keyboard to answer test 
questions -- without any 
guardrails

Perplexity Comet AI agent completes exam in Canvas

I

http://www.youtube.com/watch?v=R4qNK79uU7U&t=25
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AI-powered misconduct requires 
internet connectivity

Gen AI Models Hosted in the Cloud

Gen AI (e.g. ChatGPT, Claude) need massive 
computing power and storage only available 
in cloud infrastructure

Internet Connects Testing Device with 
Gen AI Models for Exam Answers

Prompt containing exam questions sent to 
Gen AI model and AI’s responses sent back 
over internet  
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By disabling internet connection, 
ExamSoft closes the AI backdoor

Testing Device Cannot Connect with 
Gen AI Models for Exam Answers 
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While others play whack-a-mole…
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ExamSoft just pulls the plug
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ExamSoft security approach

Significant, 
sustained 
investment
Dedicated security, 
engineering, and 
research teams

Prevention & 
detection
Safeguards to prevent 
issues and readiness 
measures for the 
unexpected

Continuous 
improvement
Ongoing, never-ending 
cycle designed to adapt, 
strengthen, and stay 
ahead of threats
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ExamSoft 2026

Product updates
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Roadmap spans development phases

Next in priority In development Beta / early release

Not yet in 
development, but a 
priority to address 
next. Expect to start 
development within 
the next 6 months.

Actively being worked 
on by our product, 
engineering and 
design teams. Expect 
to release to beta or 
GA over the next 6-9 
months.

Being tested by 
external users to 
optimize performance 
prior to general 
release.

Generally available

Available to all 
customers.



Next in Priority�
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Legacy
Next in Priority In Development Beta / Early Release Generally Available

● Migrations at scale ● Exam security reporting ● Examplify ARM support 
(Windows) 

● LMS - Canvas upgrade 

● LMS - Blackboard upgrade

● +/- Partial credit scoring

● Highlight Text question type 
(upon request)

● Password changes for posting 
assessments
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Upcoming features 
and release notes 
in help center 
Our help center provides advance notice about 
forthcoming key product updates, as well as release 
notes detailing the update after it has gone live.

Generally available

Helping…
Exam-makers anticipate upcoming product 
enhancements and access the most up-to-date 
guidance they need in one place to maximize their 
ExamSoft experience.

https://support.examsoft.com/hc/en-us/articles/13896911181197
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Critical 
maintenance and 
service updates
Subscribe to email/text updates on status.examsoft.com
to continue receiving notifications about planned 
maintenance and service interruptions.

Generally available

Helping…
Exam-makers anticipate upcoming maintenance 
windows and get real-time updates on service 
disruptions and their resolutions.

 

http://status.examsoft.com
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Network 
connectivity 

detection

Device 
fingerprinting 

for greater 
visibility

Ongoing 
enhancements 

to virtual 
machine 
detection

Stronger 
encryption of 

log info

Additional 
security checks 
during testing

Continuous security improvements in 
2025-26 academic year

Expanded 
security, 

engineering and 
research team

Generally available
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Thank you!

examsoft.com
gradescope.com
turnitin.com

Bryan Heinitz bheinitz@turnitin.com

http://examsoft.com
http://gradescope.com
http://turnitin.com
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