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1. ENGAGEMENT OVERVIEW

1.1 Overview

At the request of Adobe Systems Incorporated (Aflddeohapsis performed a blackbox security
assessment of the Adobe Acrobat Connect Pro (AA@R)ed solution during Q1 2009. The
goal of the assessment was to evaluate the oge@lrity posture of the AACP (version 7.0 sp3)
application in a hosted environment. The assesspwsisted of both manual and automated
attempts to assess the design and implementatithre @ecurity mechanisms in use by AACP. In
addition, Neohapsis also evaluated the physicalesamwitonmental controls as well as provided
security policies and procedures which Adobe hagleyed to protect the production
environment. A separate report addresses thesasset of the AACP in a self-hosted licensed
environment.

1.2 About Adobe Acrobat Connect Pro

AACP is web conferencing software that enablesamstcommunication and collaboration
through easy-to-use, easy-to-access online perswerting rooms. AACP enables anyone using
a web browser and the Adobe Flash® Player runtomit a web meeting without having to
download cumbersome software. Because the Adolsh Ré&ayer is installed on more than 98
percent of Internet-connected computers worldwide,experience of joining an online meeting
is hassle-free.”.

The AACP hosted service gives organizations theefitelof maintaining control over the
administration of users, groups, and meeting ressuwhile outsourcing the management of the
systems and infrastructure.

1.3 About Neohapsis

Founded in 1997, Neohapsis helps organizationssslseir critical business processes and build
a consistent and sustainable risk management liirecip generate lasting value. Our heritage of
providing superior IT risk management services sarlirity consulting combined with our award
winning Governance, Risk Management, and CompliafGRC) technology enables
organizations to move beyond discrete mitigatiod eompliance solutions to a comprehensive
framework where risk can be transformed into infation and opportunity.

1.4 Scope

In Q1 2009, Neohapsis assessed the AACP hostetiosoliNeohapsis consultants assessed both
the overall design as well as the implementatioASCP. Assessment of the design focused on
validating the existence of a sufficient featuremdorce a desired security policy. Assessment of
the security implementation focused on the idegdtfon of vulnerabilities that would allow a
malicious user to subvert a desired security polichhe vulnerability assessment primarily
focused on common application vulnerabilities, udthg:

= Cross Site Scripting (XSS) = Information Leakage and Improper
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Broken Authentication and Sessi
Management

Malicious File Execution
Insecure Direct Object Reference

Failure to Restrict URL Access

Error Handling
Injection Flaws
Insecure Cryptographic Storage

Insecure Communications

Review of physical and environmental protectionhods were produced through questionnaires
and interviews with Adobe’s collocation providerdardobe’s managed hosting provider.
Subijects discussed included:

Physical access and restrictions for
vendor personnel

Physical access and restrictions for
customer personnel

Environmental review of transport,
electrical systems fire and security
protection

Visitor Log management and Video
Surveillance

Physical access and restrictions for
3" party service personnel and
delivery

Physical access and restrictions for
vendor personnel

Disaster Recovery and Business
Continuity Policy

Quiality Assurance and Testing

Adobe provided policies and procedures were reuwief@econtent as compared to industry best
practices. Validation of implementation of theipi@s and procedures was not performed.

1.5 Hosted Environment Assessment Methodology

Neohapsis consultants used both manual and autdratigek techniques in an attempt to bypass
the intended functionality and secure design of AKEP hosted application. This included an

analysis of the application using the following qoments:

spidering—attempts to identify application functidity by automated traversal of site
hierarchy and permuting common variations on papuganing conventions

manual fault injection—manual submission of malidodata to identify security

vulnerabilities in request path

automated fault injection (fuzzing)—automated sugsioin of a range of malicious data

to identify security vulnerabilities in request pat

known vulnerability testing—identification of vulrabilities in the hosting platform
(web server, etc.) using primarily automated ansiechniques

Data correlation
0 Research vulnerabilities

o Eliminate false positives
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0 Investigate the extent of the findings
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; Deliverable
Preparation Blackbox :
Generation
Blackbox Application Spider and Scan Categorize
Application > Functionality | Application using —— Vulnerabilities into
Assessment Comprehension Automated Tools Cohesive Findings
A A A
4 Identify Risk and
Analyze Risk 'de”"fxt\{:cc'i‘”s for Probability of
Exploitation
A A A
Identify A”alx’za‘*;g”:;:ess
Develop Attack | | Unexgected SU T
Strategy Behavior for Assosem
Targeted Inputs Findings
= A Y
Exploit Identified Produce
Vulnerabilities Deliverable
(where applicable)
Independent \/—\
Consultant
Research

Figure 1 Blackbox Application Assessment Approach

1.6 Data Center Physical and Control Evaluation Criteria

The data center evaluation assessment was perfotanédentify any potential physical or
environmental weaknesses in a data processingyabiht may introduce risk to a Client. Adobe
requested as part of its relationship with thedviters that the facilities be evaluated for hagtin
of its systems and data.

This review consisted of evaluating the practidesugh security questionnaires and telephone
interviews with provider representatives. The sassent included detailed informational
discussion with each of the providers and Neohapsieveraging industry best practice
guidelines each area of the data center was disdws®d documented. Onsite verification was
not within the scope of this assessment.

Areas outlined in these best practices include;sits-personnel, outsourcing, employee
identification, visitor processing, visitor idemtifition, external/internal monitoring and alarms,
ingress/egress protections, processing centeratépgron/off-site storage, access log review and
archiving, collection and delivery processing, eorimental facility protections (HVAC, fire

suppression, uninterruptible power, plumbing, deeplings, raised floors, etc), and lastly policy
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and procedure review (employee training, disageover, business continuity plans, equipment
testing).

1.7 Policy and Procedure Review

Adobe selected policies and procedures were reddardancluded content and applicability to
industry security and operational practices. Tlaemal was reviewed remotely at Neohapsis
offices and no audit of implementation was perfatme
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2. SOFTWARE SECURITY ENGAGEMENT FINDINGS

AACP employs a variety of measures to secure is$otoer's communications and data. These
security measures address the following categories:

» User Authentication: Users must be required to authenticate prioctessing private
content and meetings, and the authentication metbeli must occur securely.

» Password Management: Users should be required to choose strong passveord
change them regularly.

» Data Management: Strong encryption must be used to secure comratioits and
sensitive data stored in the database. Querié®tdatabase must prevent malicious
injection.

e User Privileges: Access to resources must be configurable andepisopllow or restrict
access to content and meetings.

» Auditing and L ogging: For auditing purposes, potentially malicious osest be logged
along with date, time and source information.

Each of the above security goals is implementett wihumber of security features. Security
features include those features whose explicit tfancis to enforce a security goal. As an
example, the login component is a security featUdeohapsis was able to validate that AACP
provides a sufficient set of security featuresniplement effective control over the above stated
goals.

However, security features are only the basis faeeure implementation. Any component
within AACP that may affect the security postureté application is security relevant. For
example, AACP allows users to share content byadi files. File uploading is not a security
feature, but is security relevant, as failure tousely handle file uploads may lead to arbitrary
code execution on the server. Therefore, beyotidataeng AACP provides a sufficient set of
security features, Neohapsis’ primary focus wagdatihg that the security relevant features are
implemented in a manner that does not allow a nealsc user to subvert the desired security
policy of Adobe and their customers.

Using a combination of automated and manual argly$tohapsis assessed AACP for common
web application vulnerabilities. Section two distaleohapsis’ findings for each vulnerability
class under evaluation..

2.1 Cross Site Scripting

“XSS flaws occur whenever an application takesr imipplied data and sends it to a web
browser without first validating or encoding thatntent. XSS allows attackers to execute
script in the victim's browser which can hijack usessions, deface web sites, possibly
introduce worms, etc.”

Using a combination of manual and automated teshitgphapsis found AACP resilient against
XSS attacks. The application validates untrustser iinput using a combination of whitelist
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and/or blacklist approaches. A whitelist ensurest tuntrusted user input conforms to an

acceptable character set and format. A blacldigtdages a list of potentially malicious input to

validate user input. As an example, AACP validdhed email addresses conform to a specific
format and character set and will not accept apytirthat does not match. Where a whitelist
and/or blacklist is not used, the application emsodntrusted user input when displayed to the
user. This prevents the browser from interpretingusted user input as valid HTML markup,

thus mitigating the possibility of malicious Javagtinjection and execution.

2.2 Injection Flaws

“Injection flaws, particularly SQL injection, areommon in web applications. Injection
occurs when user-supplied data is sent to an imEnpas part of a command or query. The
attacker's hostile data tricks the interpreter Esecuting unintended commands or changing
data.”

Using a combination of manual and automated testirephapsis found AACP to be resilient
against injection-based attacks. Injection attarks occur in a number of scenarios including
SQL queries, LDAP queries, and XPATH queries. AA@G&kes extensive use of SQL queries
throughout the application and Neohapsis did nentifly any injection related vulnerabilities

during the course of the assessment.

2.3 Malicious File Execution

“Code vulnerable to remote file inclusion (RFI)aalls attackers to include hostile code and
data, resulting in devastating attacks, such aal te¢rver compromise. Malicious file
execution attacks affect PHP, XML and any framewahiich accepts filenames or files from
users.”

Using extensive manual testing, Neohapsis found RAG be resilient against malicious file
execution based attacks. AACP mitigates this pialeaulnerability using a defense in depth
strategy that leverages both a secure design dsasied secure implementation. By design,
AACP reduces the threat surface of the applicdbypmestricting the number of locations where
users can upload files. In those locations wheyersu may upload files, AACP rigorously
validates their content type. In addition, AACRtriets uploaded files to a specific directory
hierarchy and prevents directory traversal attélcitsattempt to break out of this directory.

2.4 Insecure Direct Object Reference

“A direct object reference occurs when a developgposes a reference to an internal
implementation object, such as a file, directorgtatbase record, or key, as a URL or form
parameter. Attackers can manipulate those refesenceaccess other objects without
authorization.”

Using a combination of manual and automated testirephapsis found AACP to be resilient
against direct object reference attacks. Applicetithat are vulnerable to direct object reference
attacks often fail to leverage secure abstracttbas prevent malicious users from interacting
directly with low-level system operations. Thiswagaanifest itself in a number of ways, such as
passing directory names, file names, or SQL qudriesser parameters. Neohapsis did not
identify any instances where AACP directly referem@ low-level construct, such as those just
listed, in a user parameter. As an example, thdWyBP allows users to upload content, all file
operations occur through an abstraction that ptsveinect manipulation of the underlying file
system.
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2.5 Information Leakage and Improper Error Handling

“Applications can unintentionally leak informatioabout their configuration, internal
workings, or violate privacy through a variety gipéication problems. Attackers use this
weakness to steal sensitive data, or conduct neoieus attacks.”

Using a combination of manual and automated teshieghapsis found AACP generally resilient
against information leakage attacks. Informatieskhge attacks can occur in a many number of
ways. Some of the more common problems includecing exception and error handling.
Insecure exception handling occurs when an appitdtils due to some unforeseen situation
and the application returns an error message Wiite potentially useful to an application
developer, may reveal details about the interngdlémentation of the application that can be
leveraged by a malicious user. Neohapsis found PAgtigates this attack by returning useful
error messages that reveal minimal information moadicious user. Neohapsis identified a finite
number of instances where an exception was thrawhtle details were returned to the user.
However, this was atypical, and the identified amses did not reveal any sensitive user or
critical system information.

In contrast to insecure exception handling, inseamor handling occurs when an anticipated
error occurs and the application explicitly disel®snore information than necessary to the user.
As an example, many applications differentiate letwan invalid username and an invalid
password during login, providing different error seages for each. However, this may allow an
attacker to brute-force valid usernames, whichfitsay be valuable. AACP securely handles
this scenario, and returns the error, “Invalid usermpassword. Please try again.” Similarly,
throughout AACP, Neohapsis did not identify the ctisure of any potentially sensitive
information due to insecure error handling.

2.6 Broken Authentication and Session Management

“Account credentials and session tokens are ofteh properly protected. Attackers
compromise passwords, keys, or authentication st@assume other users' identities.”

Using a combination of manual and automated testirephapsis found AACP to be resilient
against authentication and session managemenkattac

In addition to following the secure design and iempéntation practices detailed in the other
findings, an authentication system must also impletna number of secure operational practices.
AACP uniquely identifies a user based on a comhnabf username and password. The user
transmits their username and password over a secs®/TLS connection, mitigating the
possibility of disclosing their credentials duritrgnsmission. In addition, AACP allows for the
customization and enforcement of various aspectpagbword management including setting
password lifetime duration, enforcing a minimum gvasrd length, and enforcing a minimum
password complexity.

Once authenticated, secure session managementtprateauthenticated user from unauthorized
users attempting to perform actions on their beh&écure session management must provide
security for the entire lifetime of the sessioronfr the initial authentication, throughout the
duration of the user’'s session, until the user logs of the application. AACP uses a
combination of best practices to implement eacltheke phases. First, AACP generates a
cryptographically strong session cookie for eaddr upon visiting the site. This cookie contains
approximately seventy-one bits of entropy, minimigthe chance that a malicious user will be
able to predict a user's session cookie. Throupghbe user's session, AACP protects the
sensitive session cookie by encrypting all commations over SSL/TLS. Finally, upon logout,
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AACP invalidates the session cookie, both on tientland server, preventing a malicious user
from replaying prior requests.

2.7 Insecure Cryptographic Storage

“Web applications rarely use cryptographic funcsigmoperly to protect data and credentials.
Attackers use weakly protected data to conducttigeiheft and other crimes, such as credit
card fraud.”

Using a combination of manual and automated testiephapsis was unable to identify any
evidence of plaintext storage of sensitive user sysem information. Within AACP, the most
sensitive information stored by the applicatiorrétated to user passwords. AACP does not
provide any facility to retrieve a forgotten passto Either a user must submit a request to
receive an email with a password reset link, oy thest contact the system administrator to reset
the password on their behalf. Neohapsis was ablalidate the use of password hashes, rather
than plaintext or reversibly encrypted passwordthiwthe database. Storing hashed passwords
makes the recovery of plaintext passwords morécdlfffor a malicious user. Using hashed
passwords is a good security practice and is aantdakcomponent of using secure cryptographic
storage for password management.

2.8 Insecure Communications

“Applications frequently fail to encrypt networkaffic when it is necessary to protect
sensitive communications.”

Using a combination of manual and automated testir@phapsis found AACP to be resilient
against insecure communication attacks. Insecamermanication attacks typically involve a
malicious user “sniffing” sensitive user informatiavhile the data is in transit from the user's
browser to the communicating server. AACP uses/BS% to prevent the disclosure of sensitive
information to other users. Moreover, AACP cancbafigured to require the use of SSL/TLS,
and will not accept requests over an unprotectathection. Finally, AACP follows best

practices by setting the “Secure” flag on all sévsisession cookies, mitigating the possibility of
accidental disclosure over an insecure connection.

2.9 Failure to Restrict URL Access

“Frequently, an application only protects sensifivectionality by preventing the display of
links or URLs to unauthorized users. Attackers gs@ this weakness to access and perform
unauthorized operations by accessing those UREsttijr”

Using a combination of manual and automated testirephapsis found AACP to be resilient
against unauthorized URL access attacks. The AgfRps users into various roles such as
Administrators, Authors, and Meeting Hosts. Baeadhis role, AACP either grants or denies
access to various features within the applicatiNieohapsis conducted numerous tests to attempt
submitting requests under a user role that showut have access to the corresponding
functionality; all such tests failed. AACP usesite-wide authorization scheme that validates
each request against a role based access contio}. p&ll unsuccessful request submissions
either respond with an “unauthorized” messageropbki forward the user to the login page.
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3. ENVIRONMENT AND OPERATIONS FINDINGS

Physical and environmental security controls arplémented to protect the facility housing
system resources, the system resources themselndsthe facilities used to support their
operation.

The Adobe providers’ data centers are enterprigel ldata center facilities, and the providers
have taken several steps to ensure that theiriti@gilmeet customer service expectations.
Neohapsis’ high-level observations regarding thérenment are:

The data centers are deployed within a well-contl facility. The facilities have
limited ingress/egress points, and employ sevesailtp of access control to gain access
to the data center floor.

The computing facility and backup environments aeparated between provider
enterprise systems and client systems.

The providers’ data centers have adequate poweffianguppression implementation.

The data centers currently are provisioned with grova UPS environments for all

systems located in the data center, as well asupadiesel generators (N+1). The
generator and UPS are tested on a monthly basike thie fire suppression systems are
inspected regularly.

Multiple data centers with multiple providers aregoyed to ensure business continuity
in the event of catastrophic loss of any single@nee.

Physical access for visitors is adequately cordothrough badging with no unescorted
access to any areas beyond the lobby

Neohapsis reviewed Adobe selected policies anceproes and has validated that policies are
documented for each of the following areas of diana:

Document control
Change management
Backup and restoration

Incident response
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4. CONCLUSION

Adobe has defined and enforced critical policies] deployed the AACP solution within an
enterprise level data center. Neohapsis founddéls&yn and implementation of AACP resilient
to attack under the evaluation criteria detaileddntion two. It is the opinion of Neohapsis that
Adobe has prioritized security during the softwdeselopment lifecycle, and as a result, has
implemented a product that continually strivesddrass information security best practices.
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